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OVERVIEW AND PURPOSE

The University fundamentally respects the right to privacy of its staff and students when
providing them with personal email addresses, IT accounts, and/or University-owned devices
in order to facilitate their work and study at the institution.

However, the use of University systems and devices also carries with it responsibilities and
obligations for individuals, as members of the University community and representatives of
the institution, and the University also has a number of regulatory, compliance, and legal
obligations that it is required to meet, as well as a need to ensure business continuity.

As such, there may be times when the University (or relevant third parties) may need to
access the IT accounts, communications, devices, or stored data of individual users, and this
may need to happen without the individual’s consent.

The purpose of this policy is to provide clarity and transparency around when and why the
University may require access to individuals’ IT accounts, communications, data, and
devices, to explain how this is authorised, and to provide information around the guidelines
and expectations in place to ensure that access is appropriate.

SCOPE

This policy applies to the University IT accounts of individual users, along with any
communications contained within them, as well as any other data users may have stored on
University-owned servers and University-owned IT equipment, including any peripheral
devices or hardware.

RESPONSIBILITIES
IT Staff / Other Staff Requiring Access Via IT

3.1.1 IT Services staff are authorised to access or monitor accounts, communications, files,
or devices, or to provide relevant access to other staff members, where required,
insofar as it is necessary in order to fulfil the purposes outlined in this policy.

3.1.2 Any staff member accessing another individual’s accounts, communications, files, or
devices for authorised reasons outlined in this policy must do so responsibly —i.e.
they must ensure that confidentiality is maintained, that the information accessed is
only for the specified



3.2.1 The Chief Digital Transformation Officer is responsible for providing authorisation to
IT Services staff (or other relevant staff, via IT Services) to access individuals’
accounts, communications, files, and devices for
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5.2 Additionally, the University issues a number of its own regulations, policies, and procedures
which outline expectations for appropriate and lawful use of its IT facilities; the key



